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WH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIIUXCS 1151 PASMEIEHUS
HA O®PUIUAJIBLHBIX UHTEPHET-PECYPCAX

C KaXIIbIM TOJIOM MOJIOJIC)KA B UHTEPHETE CTAHOBUTHLCS OOJIBIIE, a MIKOJb-
HUKHU OJIHU U3 CaMbIX aKTHUBHBIX IOJb30Bareneil Pynera. Mexnay tem, moMmumo or-
POMHOTO KOJTMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET W MPOOIeMBbl. JTa aMsATKa
JIOJKHA TIOMOYb TeOe 0€30MacHO HaXOUTHCS B CETH.

KomneroTepHbie BUPYChI

KoMmnproTepHbIid BUPYC - 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX IPOTrpPaMM,
OTJIMYUTENILHOW 0COOCHHOCThIO KOTOPOM SIBIISIETCA CIOCOOHOCTH K Pa3MHOXKEHHUIO.
B nononHeHne Kk 3TOMY, BUPYChl MOTYT NMOBPEAUTH WIIW MOJHOCTHIO YHUYTOXKUTH
Bce (pailyibl U JaHHBIE, TTOJIKOHTPOJILHBIE TTOJIH30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amyllleHa 3apa)K€HHasi MporpaMMa, a TakyKe MOBPEIUTh WIM JaXXEe YHUYTOXKUTH
OTIEpAIlMOHHYI0 CHCTEMY CO BceMHu (haiimamMu B 1eJioM. B GONBIIMHCTBE CiiydaeB
pacIpOCTPaHSIOTCSI BUPYCHI Uepe3 UHTEPHET.

MeTo/b1 3alUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Wcrons3yli COBPEMEHHBIE OIEPALIMOHHBIE CHUCTEMBI, UMEIOIINE CEPhE3-
HBII YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX TPOTPaMM;

2. IloctossHHO ycTaHaBiuBaid mautu (UQPpPOBBIE 3aIIaTKH, KOTOPHIE aBTO-
MaTUYECKH yCTAaHABIIMBAIOTCS C IEJbI0 IOPAOOTKH MPOTrpaMMbl) U Jpyrue 0OHOB-
JICHUS CBOEH omepainoHHOW cucteMbl. CkauumBail X TOJBKO C OQUIMAIBHOTO
caiita pazpadorunka OC. Ecnu cyiiecTByeT pekuMm aBTOMATHYECKOro OOHOBJIE-
HUs, BKJIFOUH €T0;

3. Paboraii Ha CBOEM KOMIIBIOTEpE TIOJT IpaBaMu TOJIB30BATENsA, @ HE aIMU-
HUCTpATOpa. DTO HE TO3BOJIHUT OOJIBIIMHCTBY BPEIOHOCHBIX TIPOTPAMM MHCTAIIIH-
pPOBATHCSI HA TBOEM MIEPCOHATLHOM KOMIIBIOTEPE;

4. Ucnionb3yl aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3-
BOJIMTEJICH, C aBTOMAaTUYECKUM OOHOBJICHHEM 0as3;

5. Orpannub uU3UUECKU JOCTYI K KOMIBIOTEPY JJIsl HOCTOPOHHUX JIULL;

6. Mcnonp3yii BHEIIHME HOCUTENW MH(OpMALUU, Takhe Kak (hiemika, JUCK
niu (ailsl U3 UTHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;



7. He oTkpbIBail KOMIIBIOTEPHBIE (DaiiIbl, MOTYYEHHbIE U3 HEHAJEKHBIX UC-
TOYHHUKOB. [[axe Te (pailsibl, KOTOpbIE pHCIIad TBOW 3HAKOMBIN. Jlyumie yTounu y
HEro, OTIIPABJISLI JIU OH TeOE HX.

Cetun WI-FI

Wi-Fi - 310 He BuJ niepeadyu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpEeHI,
mapka. Eme B 1991 romy HumepnaHackas KOMIIAHUS 3aperUCTpHpoBajia OpeH[
"WECA", uro o603nauano cnoBocoueranue "WirelessFidelity", koTopsrii nepeBo-
JUTCA Kak "0ecrnpoBOgHAS TOYHOCTh".

Jlo Hamero BpeMeHu JIoNuia apyrasi abopeBuarypa, KOTopas sBisieTCs TaKON
e TexHojorueil. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JTaHO C Ha-
MEKOM Ha CTaHJapT BhicuIel 3BykoBoi TexHuku Hi-Fi, 4To B mepeBoje o3Havaer
"BBICOKAsI TOYHOCTB".

Ja, OecraTHbIM MHTEPHET-A0CTYN B Kade, OTeIsIX U adpornopTax sBIsIeTCS
OTJINYHOM BO3MO>KHOCTBIO BBIXOJA B MHTEpHET. HO MHOTHWE 3KCHEpThl CUUTAIOT,
yT0 obmeaoctynHbie Wi-Fi ceTu He SBIAOTCS 6€30MacHbIMHU.

CoBeTbl 0 0€30MaCHOCTH pabOTHI B OOIIETIOCTYMHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro muuHyro nHpopmalmio yepe3 oomenoctymubie Wi-Fi
cetu. PaboTtas B HUX, JKeJIaTeJIbHO HE BBOJUThH MAPOJId JOCTYIIA, JJOTUHBI U KaKHe-
TO HOMEpA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
CaMbIM Thl 00€30IacHIllb Ce0s OT 3aKaYKH BHpPYycCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonp3oBanun Wi-Fi oTkimtoun ¢pynkuuio "OO6mmi goctyn K daii-
nam u npuHtepam". JlanHas GyHKUIUS 3aKpbiTa MO YMOJIYAHHUIO, OJHAKO HEKOTO-
pBI€ TMOJIH30BATEIN aKTUBUPYIOT €€ JUIsl yA0OCTBa UCIOJIb30BaHUSI B pabOTe WU
yuebe;

4. He ucnionws3yi myoamaasii WI-FI nis mepenaun JUYHBIX JaHHBIX, Ha-
puMep ISl BBIXO/Ia B COLUAJIBHBIC CETH WIIM B DJICKTPOHHYIO TIOUTY;

5. Ucnonb3y# Tonpko 3amuiienHoe coeauHenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAU uMeHHO "https://";

6. B MoOunbHOM Tenedone otkimoun ¢pynkuuto "llonkmouenne k Wi-Fi aB-
toMatuyecku'. He momyckail aBTOMaTH4ECKOrO MOAKIIIOYEHHS] YCTPOMCTBA K Ce-
TsM Wi-F1 6e3 TBoero cornacusi.

ConuaiabpHEIE CETH

CounalibHbIE CETH aKTUBHO BXOJST B HAIly KM3Hb, MHOTHE JIIOJIU paOOTalOT
Y JKUBYT TaM IMOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUJUIHAP/T YETOBEK,
YTO ABJSETCA OAHOM CEAbMOM BCEX KUTENEH IUIaHeThl. MHOTHE MOIb30BaTENH HE
MOHUMAIOT, YTO MHGOpMaIMs, pa3MElIeHHass MU B COIIMAIBbHBIX CETAX, MOXKET
ObITh HalJIeHA M MCIOJIb30BaHA KEM YTOJIHO, B TOM YHUCJE HE 00s13aTenbHO ¢ Ona-
UMY HAMEPECHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIBHBIX CETAX:

1. Orpanuds CUCOK Jpy3eil. Y TeOs B APY3bsSX HE JOHKHO OBITH CIydai-
HBIX U HE3HAKOMBIX JIIOJIEH;

2. 3amuiiail CBOIO 4acTHYIO KU3Hb. He yka3wiBail maposu, TenedoHnsl, aape-
ca, JaTy TBOETO POXKJCHUS U JIPYTYIO JUUYHYI0 UHPOPMAIHUIO. 3II0yMBIIUICHHUKH
MOT'YT UCTOJIb30BATh JIaXkKe MHPOPMAITUIO O TOM, KaK Thl U TBOU POJUTEIH TIJIaHU-



pyeTe MPOBECTH KAHUKYJIBI;

3. 3ammimai CBOIO pemyTaluio - JEPKU €€ B YUCTOTE M 3aJaBail cebe BO-
IpoC: XOoTed ObI Thl, YTOOBI IPYTHe MOJB30BATENN BUAEIH, YTO Thl 3arpy’Kaciib?
[Toxymaii, mpexJie 4em 4TO-TO OMyOIMKOBATh, HAITMCATh U 3arPy3UTh;

4. Ecny ThI TOBOPUIIB C JIKOJBMH, KOTOPBIX HE 3HACIIb, HE MCIIOJIB3YU CBOE
peaslbHOE MMS U JIPYTyIO JIMYHYIO0 MH(OpMALUU: UMs, MECTO KUTEJIbCTBA, MECTO
y4eObl ¥ poYee;

5. U36erait pazmemenus: pororpaduii B UutepHere, rae Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHUE;

6. IIpu peructpanuu B cOUMAIbLHON CETH HEOOXOIMMO HUCIIOIb30BATH CIOXK-
HBIE MMAPOJIH, COCTOAIINE U3 OYKB U LU(P U C KOJTMUYECTBOM 3HAKOB HE MEHee §;

7. ns conuanbHON CETH, MOYTHI M APYTUX CAWTOB HEOOXOJIUMO HCIOJb30-
BaTh pa3Hble napoyid. Toraa ecau Te0s B3JIOMAIOT, TO 3JI0YMBIIUICHHUKA TOJTy4aT
JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIC JICHBITU

DJEeKTpPOHHBIE ACHBIU - 3TO OYEHb YAOOHBIA CIOCOO IUIaTexel, OHaKO Cy-
HIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTST MOJYYUTh 3TH JACHBIH.

DNEeKTPOHHBIE JIEHbIM MOSBHIMCH COBCEM HEAABHO MMEHHO M3-3a 3TOr0 BO
MHOTHX TOCYAapCTBaX 0 CUX MOP HE MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM (QyHKUMOHUPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, I
WX pa3lesioT Ha HECKOJIBKO BHUJIOB - aHOHMMHBIE M HE aHOHMMHbIE. PasHuia B
TOM, YTO aHOHHUMHBIE - ATO T€, B KOTOPBIX pa3pellaeTcs NPOBOIUTh orepanuu 0e3
UAeHTU(GUKAIIMKI TOJIb30BATENsA, & B HE aHOHUMHBIX MIEHTU(UKAIUS T0JIb30BaTe-
JIs1 SIBJISIETCSL 00s13aTEIBHOM.

Taxxe cnegyer pa3nuuath dJIEKTPOHHBIE (UATHBIE JEHBI'M (paBHBI TOCyAApP-
CTBEHHBIM BAJIIOTaM) U JJIEKTPOHHBbIE He(HuaTHbIC JACHBIU (HE PaBHBI rOCYJAPCT-
BEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTE C NEKTPOHHBIMH JI€HbIAMH:

1. IlpuBsku K cueTy MOOMIBHBIA TeleoH. DTO camblii yTOOHBIA U OBICT-
pBIii CIOCOO BOCCTAHOBUTH JIOCTYM K cuery. [IpuBs3aHHbIi Tene@oH MOMOKET, ec-
7u 3a0yenib CBOM IMIaTEKHbIA Mapoib WM 3aiIellb Ha CAalT ¢ HE3HAKOMOTI'O YCT-
po¥cTBa;

2. Ucnonb3yit ogHopa3oBbie naposu. [locie nepexona Ha yCUIIEHHYIO aBTO-
puzaiuio Tebe yxe He OyJIeT yrpoxkaTh OMacHOCTh Kpaku WIIM TIepexBaTa I1aTex-
HOTO MapoJIs;

3. Boibepu cnoxubiii mapoib. [Ipectrymuukam OyAeT He MPOCTO yrajaaTh
CJIOKHBIM naposb. HagexHple napoiau - 3T0 Maposiv, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B C€0sI CTPOYHBIC U MPOMUCHBIE OYKBBI, ITUMPHI U HECKOJIb-
KO CUMBOJIOB, TaKHM€ Kak 3HaK Jlojiiapa, pyHTa, BOCKJIMLATENbHBIN 3HaK U T.1. Ha-
npumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAWTAaX, KOTOPBIM HE JOBEPSCLIb.

DIIEKTPOHHAS TTOYTa

DNeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEAOCTABIIIEMbIE €0 YCIYTH IO
NEPECHUIKE U MOJYUYEHHUIO 3JEKTPOHHBIX COOOIIEHUHN, KOTOPBIE PacHpeiesoTCs B
KOMITbIOTEPHOU ceTU. OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SIIUK BBITJIAIUT Clie-



OyIOIIMM 00pa3oM: HMMs_IOJIb30BaTENsA(@WHUMs_JIoMeHa. Takke KpoMe Iepefadyu
IPOCTOr0 TEKCTa, UMEETCS BOZMOXKHOCTh TepeaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30I1acCHOM padoTe C NEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh mpaBWIbHBINA MOYTOBBINM cepBUC. B mHTEpHETE ecTh Or-
POMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JYUllIE JOBEPSTH TEM,
KOT'0 3HAa€Ilb U KTO MEPBBII B PEUTUHTIE;

2. He yka3pIBail B IMYHOU MoUTe JIMUHYIO HHPopMaruio. Hanpumep, mydiie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Ttemal3";

3. HMcnonp3yii ABYXITamHYK aBTOPU3ALMIO. DTO KOrJa IOMHMO IapoJIs
HY>KHO BBOJUTB KOJ, IPUChUIaeMbIi 110 SMS;

4. BeiOepu CIIOKHBIN Mapoiib. JIJ1st KaXI0T0 MOYTOBOTO SIIHAKA TOJDKCH OBIThH
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY MapOJIb;

5. Ecnm ectb BO3MOKHOCTH HAalMCaThb CaMOMY CBOW JIMYHBIA BOIPOC, HC-
MOJIb3YW 3Ty BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIid 11 4aCTHOU Tiepe-
MACKU C aJpecaramMu, KOTOPbIM Thl JOBEPSENIb. JTO JICKTPOHHBIN aIpec HE HAI0
UCIIOJIB30BAaTh IIPU PErucTpaluu Ha GopyMmax u caiTax;

7. He oTkpwiBail ¢aiiibpl U Apyrue BIOXKEHUS B MUCHbMaX, JaKE €CIU OHH
OPUILUIM OT TBOMX Jpy3ell. Jlydie yTouyHM y HHMX, OTHPABISUIM JIK OHU TeOe 3TU
(bhaiisr;

8. Ilocne okoHuaHusi pabOTHI Ha MOYTOBOM CEPBUCE IMEpENl 3aKPBITHEM
BKJIQJIKU C CAUTOM He 3a0yb HaxaTh Ha "BoiidTu".

KubepOynmnuHT nam BUPTyaabHOE H3ACBATEILCTBO

KuGepOynnuHr - mpeciegoBaHue COOOIIEHUSIMH, COJIEPKAIIMIMHI OCKOpOIIe-
HUSl, arpecculo, 3alyruBaHUe; XyJUTaHCTBO; COLMAIbHOE OOWKOTHPOBAHUE C IO-
MONIBIO PA3JIMYHBIX HUHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KUOEPOYIITMHIOM:

1. He Opocaticsa B 60ii. JIyummuii cioco0: MOCOBETOBATHCS Kak ceOsl BECTH H,
€CJIM HET TOro, K KOMY MOKHO OOpaTUThCS, TO BHayaje yCHOKOUThCS. Ecimu Thi
HaYyHEeIllb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHHUS, TO TOJIbKO elle OoJblie pa-
30%KeIlb KOH(JIUKT;

2. Ynpasnsii cBoel kubeppenyTrauuen;

3. AHOHMMHOCTb B ceTd MHUMas. CylleCTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyIUTaHCKUM oOpa3 BUPTyaJbHOM >ku3HU. WHTEpHET
dbuKkcupyeT Bce TBOM JEHCTBUS U COXpaHSET MX. YJaIUTh UX OyAeT KpaiiHe 3a-
TPYJIHUTEIIBHO;

5. Cobunroaail cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit equHuuHbii HeraTuB. OHOPA30BbIe OCKOPOUTENBHBIE CO00-
IICHUs Jydile UrHopupoBatb. OOBIUHO arpeccusi MpeKpaliaeTcs Ha HadalbHOM
CTa/INH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B
COLIMAIBHBIX CETSIX €CTh BOZMOKHOCTH OJIOKHPOBKHU OTIIPABKHU COOOLIEHHI C OIpe-
JIEJIEHHBIX a/IPECOB;

8. Eciu TbI cBUaEeTENs KNOEpOyIunHra. TBOM JEHCTBHS: BBICTYIIUTh ITPOTUB



IpeciieIoBaTeNsl, OKa3aTh €My, YTO €ro JICUCTBHUS OLEHUBAIOTCS HEraTUBHO, MOJ-
JIEpKaTh KEPTBY, KOTOPOH HyXHa MCHUXOJOTMYECKas MOMOIb, COOOIINUTh B3pOC-
JbIM O (haKTe arpecCUBHOTO MOBEACHUS B CETH.

MoobunbHbI# TenehoH

CoBpemeHHble cMapT(OHBI U TUIAHILIETH COAEpkKaT BceOe BIIOJIIHE B3POCIbIN
GyHKIIMOHA, W TETIEpbh OHU MOTYT KOHKYPHUPOBAaTh CO CTAIIMOHAPHBIMH KOMIIBIO-
tepamu. OJIHAKO, CPECTB 3AIIMUTHI I MOJOOHBIX YCTPONCTB MOKa OYEHb MAJo.
TectupoBanue u MOUCK YA3BUMOCTEH B HUX MPOUCXOJUT HE TaK MHTECHCHUBHO, KaK
st TIK, To e camoe kacaeTcs U MOOUITbHBIX TPHIIOKEHUM.

CoBpeMeHHble MOOMIIbHBIE Opay3epbl yKe MPaKTUYECKU JTOTHAJIA HACTOJb-
HbIE aHAJIOTH, OJIHAKO pacIIupeHue (PyHKIMOHANa BJIEUYeT 3a CO00Ml OOJIBIIYIO
CJIIO)HOCTh U MEHBIIIYIO 3aIlIUIEHHOCTb.

Jlanieko He Bce MPOU3BOAMUTENM BBIMYCKAIOT OOHOBJIEHUS, 3aKphIBAIOLIUE
KPUTHYECKHE YSI3BUMOCTH JIJIsl CBOUX YCTPONCTB.

OcHOBHBIE COBETHI JJ11 0€30MaCHOCTH MOOUIBLHOTO TenedoHa:

Huuero He sBisercs mo-HacrosieMy OecIiaTHBIM. Bynb OoCTOpOXeH, Belb
Korja Tebe mpeaiaratoT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO TUIATHBIE YCITYTH;

Hymaii, npexje uem oTnpaBuTb SMS, ¢oto nin Buaeo. Tel TOUHO 3HAEUIb,
r7e OoHu OyTyT B KOHEYHOM UTOTE?

Heo6xo1umMo 0OHOBISATH ONEPAIMOHHYI0 CUCTEMY TBOETO cMapT(hOHa;

Hcnonbs3yit aHTUBHPYCHBIE TIPOTPAMMBI JUISI MOOMITEHBIX TeNe(OHOB;

He 3arpyxaii mpuiaoKeHusi OT HEM3BECTHOTO HMCTOYHWKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00eCIIeYEHHE;

[Tocne Toro kak Thl BBIMAECIIL C CaldTa, I/I€ BBOAWI JUYHYIO UH(POPMALIHIO,
3aiiIM B HACTPOMKM Opay3epa 1 yaaiu cookies;

[lepuonuuecku poBepsii, KaKKe TUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMeEpE;

JlaBail cBOii HOMEp MOOMIIBHOTO TeleOHA TOJBKO JIOJSM, KOTOPBIX ThI
3HaelIb U KOMY JIOBEpsICIIIb;

Bluetooth nomxeH ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MoJib3yenibcsi. He 3a-
ObIBail MHOT' 1A IPOBEPSITH 3TO.

Onlineurpst

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KPAacOYHbIE, 3aXBaThIBAIOLIUE pa3Blieye-
HUs, OOBEIUHSIONINE COTHU THICSY YEJIOBEK MO BceMy Mupy. Urpoku uccienyror
JAHHBIM UM MHUp, OOLIAIOTCS APYT C JAPYTOM, BBIMIOJHSIOT 3a/IaHUsl, CPAXKAIOTCS C
MOHCTPaMH M TOJY4YalOT OMBIT. 3a yIOBOJIBCTBUE OHM IUIATAT: MOKYIAIOT JIUCK,
OTIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KAaKUEe-TO OIIIUU.

Bce atu cpenctBa uayT Ha MOJJEp)KaHUE U PA3BUTHE UTPHI,  TaK Ke Ha
caMmy 0€30MaCHOCTb: COBEPILIEHCTBYIOTCSI CHCTEMbI aBTOPHU3AIMH, BBIITYCKAIOTCS
HOBBIC MaTy¥ (IIUGPOBBIC 3aIIATKY JIJIs1 TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH
cepBepoB. B mogoOHBIX Urpax CTOUT ONAcaThCs HE CTOJIBKO CBOMX CONEPHHUKOB,
CKOJIBKO Kpa)kl TBOETO MapoJisl, HA KOTOPOM OCHOBA Ha CHCTEMa aBTOPU3aLUU
OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO O€30MACHOCTH TBOETO UTPOBOT'0 aKKAYHTA :



1. Ecnu gpyroit urpok BeaeT cedsl MI0X0 UiIu co3/1aeT Te0e HeMPUITHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanylicsa aAMUHUCTPATOPAM UTPHI Ha IIJI0XOE MTOBEICHUE 3TOTO UTPO-
Ka, KeJaTeIbHO MPWIOKHUTh KaKHe-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yxa3bIBaii TuuHy0 HHPOpPMALIHIO B Ipodaiisie urpsl;

4. YBaxaii Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranapnuBaii He opuIinaibHbIe TaTYU U MOJIBL;

6. Mlcnonb3yil CIIOKHBIE U Pa3HbIE MAPOJIN;

7. Jlaxke BO BpeMs UI'Pbl HE CTOUT OTKJIKOYaTh aHTUBUpYC. [Ioka Tkl uUrpa-
€lllb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WIN Kpa)a JIMYHBIX JaHHBIX

OOBIYHON KpasKkell JIeHer W JIOKYMEHTOB CETrOJHS YK€ HUKOTO HE YIUBHUIIIb,
HO C Pa3BUTHUEM MHTEPHET-TEXHOJIOTUM 3J0YMBIIIJIEHHUKN MEPEMECTUIIUCh B UH-
TEPHET, U MPOJIOJDKAIOT 3aHUMATHCA " TIOOMMBIM" JIEIIOM.

Tak mosiBUiIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIIIMHT,
TJIaBHAS 1171 KOTOPOTO COCTOWT B MOJYYCHUH KOH(UICHIINATBHBIX TaHHBIX MOJIh-
30BaTeNel - JOrMHOB M mapojeil. Ha anrnumiickom si3pike phishing unraercs xak
¢ummHr (ot fishing - peiOHas noBist, password - mapob).

OcHOBHBIE COBETHI IO 00pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciid Thl moAo3peBaclilb, 4YTO TBOSI aHKETa
ObUTa B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHPOBATh €€ U COOOIIUTH aIMUHUCTPATO-
pam pecypca 00 3TOM KaKk MOKHO CKOpee;

2. Ucnionw3yii 6e30macHbIe B€O-CaliThl, B TOM YHUCJI€, MHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonw3yit cioxkHble W pasHble mapoiu. Takum oOpa3om, ecnu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYy4aT JOCTYH TOJBKO K OJHOMY TBOEMY IpO-
w0 B ceTu, a He KO BCEM;

4. Ecnu Te0s B3JI0MaJId, TO HEOOXOAMMO NPEAYNPEAUTh BCEX CBOUX 3HAKO-
MBIX, KOTOPBIC TI0OABJICHBI Y TE€OS B APY3bSX, O TOM, YTO TeOS B3JIOMAalK U, BO3-
MO>XHO, OT TBOETO MMEHHU OYJET pacChuIaThCsl ClIaM U CCHUIKM Ha (DUIIMHTOBBIC
CalThI;

5. YcranoBu HaaexHbii napoiab(PIN)Ha MOOMIBHBIN TenedoH;

6. OTKII0YM COXpaHEHHUE TapoJis B Opaysepe;

7. He oTkpbiBail (aiiibl U Apyrve BIOXKEHUS B MUCbMAaX, JaXKE €CIU OHH
IOPUILIM OT TBOUX Apy3eil. Jlydlie yTouHM y HUX, OTHPABISIM JIU OHU TeOe 3TU
Gaiinbl.

[HudpoBas penyramus

[udpoBas penyrauusi - TO HEraTUBHAs WJW MO3UTHUBHas UH(pOpMaIus B
cetu o Tebe. Komnpomerupyroias uHpopmalus, pa3MeiieHHas B MHTEpHETe, MO-
JKET Cepbe3HbIM 00pa30M OTPa3UThCS Ha TBOEH peanbHOM ku3HH. "LludpoBas pe-
nyTamnus” - 3TO TBOW UMUK, KOTOPBIH (GopMupyercs u3 uHpopmManuu o tede B
UHTEPHETE.

TBoe mMecTo XuTeNnbCTBa, y4eObl, TBO€ (DMHAHCOBOE TOJIOKEHHUE, OCOOCHHO-
CTH XapakTepa U paccKa3bl O OJIM3KHX - BCE 3TO HAKAIINBAETCS B CETH.

MHorue noApoCTKH JErKO MBICIEHHO OTHOCSITCS K ITyOJIMKaIIMKU JINYHONMH-



dbopmanuu B NHTEpHETEe, HE MOHMMAs BO3MOXHBIX MOcCHeACTBUM. Thl naxe He
CMOJKEIlb JOragaThCsi 0 TOM, 4TO (pororpadus, pa3MellleHHas 5 JeT Ha3al, craja
IPUYUHON OTKa3a MPUHATH T€Os Ha padoTy.

Kommenrtapuu, pazmenienue TBoux ¢otorpaduil U apyrue JeHCTBUS MOTYT
HE MCYE3HYTh AK€ MOCJIE TOT0, KaK Thl MX yAAJIWIIb. Thl HE 3HAENIb, KTO COXpa-
HWI 3Ty UH(GOpMAIMIO, TIoMajia JU OHA B MIOMCKOBBIE CUCTEMBI U COXpPaHMIIACH JIH
OHa, a IJIaBHOE: YTO MOAYMAIOT O TeO€ OKpYXaloLue JIFOJH, KOTOPbIE HAWIYT U
yBUIAT 3T0. HaiiTu nH(OpManuo MHOIO JIET CIYCTS CMOKET JII000H - KaK U3 J100-
pBIX MOOYXKIEHUH, TaK U C HAMEPEHHEM NPUYUHHUTH BpeA. ITO MOXKET OBITH KTO
YTOJIHO.

OCHOBHBIE COBETHI 110 3aIUTE LUPPOBOH peryTaLUH:

1. [Togymaii, mpexae yeM 4To-To MyOJIMKOBATh U Mepe/laBaTh y ceds B OJore
WIN B COLMAIIBHOM CETH;

2. B nacTpoiikax npoduiis yCTaHOBU OTPAHUYEHUS HA IPOCMOTP TBOETO
npouiIs U €ro CONEePKUMOTO, ClIeiai ero ToIbKO "Ist py3eit”;

3. He pa3memiaii u He yka3biBail HH()OpMALMIO, KOTOPAsi MOKET KOTr0-1100
OCKOPOJIATH WJIK OOMKATh.

ABTOpCKO€E IPaBo

CoBpeMeHHbIE WIKOJBHUKM - AKTHUBHBIE IMOJb30BaTEIN LU(POBOro Mpo-
cTpancTBa. OHAKO J1aJ€KO HE BCE 3HAIOT, YTO MOJIb30BAHME MHOTMMH BO3MOYKHO-
CTSIMU LU(PPOBOTO MHUpa TpedyeT COOIIIOICHHS TIPAB HA MHTEIEKTYaJIbHYIO COOCT-
BEHHOCTb.

TepmuH "HHTENIEKTYyalbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IMYHbIM TBO-
PEHUSAM YEJIOBEYECKOTO yMa, HauMHAs C HOBBIX M300pETEHUI M 3HAKOB, 0003Ha-
YAIOIIKUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYT'H, U 3aKaHUMBas KHUTaMmH, (oTo-
rpadusiMy, KHHOPUIbMAMU U MY3bIKaJIbHBIMH IPOU3BEIACHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha WHTEIUICKTYyalbHYI0 COOCTBEHHOCTb Ha
IPOU3BEICHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE MpPaBa BBICTYNAIOT B
KaueCTBE rapaHTUU TOT0, YTO UHTEJUIEKTYaIbHBIA/TBOPUECKUI TPyl aBTOpa He Oy-
JIET HaMpacHbIM, JACT €My CIpPaBEAJIMBbIE BO3MOKHOCTH 3apad0TaTh Ha pe3yJibTa-
Tax CBOEro TpyJa, MOJYYUTh M3BECTHOCTh M Ipu3HaHue. Hukto 0e3 paspemieHus
aBTOpa HE MOXET BOCHPOM3BOJIUTH €0 MPOU3BEACHHUE, PACIIPOCTPAHATh, TyOIny-
HO JIEMOHCTPUPOBATh, MPOAABATh, UMIIOPTUPOBATH, TyCKaTh B MPOKAT, MyOJIUYHO
UCIIOJIHATh, I0Ka3bIBaTh/UCIIOJHATE B ApUpe WK pazMeniats B IHTepHeTe.

Hcnonp3oBanue "MUpaTcKoro" nporpaMMHOIO 00ecrieueHus] MOKET MPUBEC-
TH K MHOTUM pPHCKaM: OT NMOTEPH JAaHHBIX K TBOMM aKKayHTaMm /10 OJIOKUPOBKH
TBOEI'0 YCTPOWCTBA, I'/I€ YCTAaHOBJIEHA HeJerajbHas mporpamma. He crout taxxke
3a0bIBaTh, YTO CYLIECTBYIOT JI€TalbHbIE M OECIUIaTHBIE MPOrPaMMbl, KOTOpHIE
MOYHO HalTH B CETH.

O noprane

CeteBUUOK.p( - TBOM TJIABHBIN COBETUYHMK B CETH. 37€Ch Thl MOXKEIIh Y3HATh
0 0€30MaCHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3ZHUKHOBEHUU
KPUTUYECKON CHUTyallud OOpaTUThCS 3a COBETOM. A TakKe MPUHSITH y4acTHE B
KOHKYpCax U CTaTh CaMbIM LIU(PPOBBIM IpaskJaHUHOM !
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